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Abstract. This paper addresses the applicability of trust metrics as a
fairness parameter in call admission control within the context of user-
centric networks. The paper explains how trust can assist in improving
user Quality of Experience in wireless networks, by taking into consider-
ation not only channel conditions, but also trust levels derived from the
interaction that users have in the context of Internet shared services.

1 Introduction

Wireless revolutionizes local area communications allowing citizens to provide
communication services as well as to become micro-providers in User-centric
Networks (UCNs). This emerging networking paradigm relies in the user’s will-
ingness to share connectivity and resources. In comparison to traditional Internet
routing scenarios (be it based on wireless or fix line technologies), UCNs bring in
forwarding challenges, due to their underlying assumptions, namely: i) end-user
device nodes may behave as networking nodes, ii) nodes have a highly nomadic
behavior, iii) data is exchanged based on individual user interests and expecta-
tions.

Furthermore, emerging trends such as UCNs adding to the development of
faster, more reliable wireless standards, miniaturization of devices, and reduced
costs of hardware and services, is leading to a fast evolution of technological
as well as societal aspects in the way that people communicate. For instance,
people expect to be able to send and retrieve information whenever and wher-
ever they want. Yet, there are technological limitations which may affect this
anytime-anywhere communication paradigm, e.g. gray areas (i.e., areas where
the wireless signal strength is not enough to sustain connectivity); physical ob-
structions; limited battery devices; environmental aspects; limited resources and
security issues. Related literature has been addressing aspects to mitigate wire-
less interference and to take advantage of cooperative diversity which may miti-
gate some of the problems posed by physical obstructions and coverage problems
due to node mobility. However, it is imperative to say that, since information
is relayed among nodes and these nodes can be highly dynamic, communication
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may experience delay, varying from short to long periods, as isolated areas (e.g.,
intermittent connected networks) may form in the case of node failure (e.g.,
damaged Access Points, APs) or mobility (e.g., user changes position). Thus, to
increase the performance of multi-hop communication, several improvements can
be made, by taking advantage of transmission opportunities provided by moving
nodes and accessible APs, for instance. An example for such an occurrence is a
citizen at a public location without Internet access. If Internet users are in the
vicinity, and such users are part of a UCN, then some of them may share Inter-
net access and data can be relayed until it reaches the closest Internet gateway.
Another situation may occur when information is simply carried by users that
happen to be moving towards the place where the destination is located. Nowa-
days, this is possible thanks to the size of devices which are making them easier
to carry around, and also to the resource capabilities they have. For instance,
the HAGGLE EU project [1] exploits store-carry-and-forward capabilities (i.e.,
devices’ powerful features, user willingness, trust among users, opportunistic
contacts) aiming to provide communication in scenarios with intermittent con-
nectivity. HAGGLE considered human mobility and the power of users’ devices
to perform forwarding of information independently of the network layer. So it
is easy to see that the way people communicate is arriving at a point where such
communication must happen independently of the infrastructure available, and
depending on the capabilities of intermediary devices as well as their mobility
pattern, interests and social ties.

In what concerns the network layers, this new communication paradigm de-
mands more reliable and efficient protocols, as today we have areas where spec-
trum abounds and creates interference - dense networks, e.g. residential house-
holds, shopping malls) as well as areas where communication is only possible
through the formation of clusters of users (e.g., intermittently connected net-
works). Even in a metropolitan area, intermittent connected networks exist due
to wireless environments, unexpected disruptions, and areas where the network-
ing infrastructure is sparse (e.g., city parks).

A key factor that has assisted so far the expansion of UCNs in an indirect
way, is trust as perceived by humans in social networking. Living examples of
UCNs have expanded solely by the willingness of the end-user to become part
of these communities, i.e., to trust unknown users and to allow others to rely
on privately owned APs. Hence, these networks and their scalability is basically
growing due to the Internet end-user’s belief that the benefit of relying on UCNs
is higher than the risk, which in itself is a pure social belief that can be applied
in networking to improve the network operation [14].

UCNs integrate the notion of social trust schemes thus allowing users and
operators to develop connectivity between devices based on trust circles. Such
trust does not necessarily imply that users know each other; instead, it relates to
social interaction and to the interests shared by familiar strangers, i.e., users that
knowingly or unknowingly share some aspects of their daily routines (e.g. visit-
ing the same coffee shop every Saturday morning). Hence, the user anonymity
is kept, while social interaction metrics related to direct and non direct recom-
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mendations of nodes around, as well as to the trust openness of a user towards
strangers assists in developing more robust connectivity links, in the sense that
connectivity becomes intertwined with circles of trust that are built on-the-fly.

In addition to assist in creating, under specific circumstances robust connec-
tivity on-the-fly, trust is also a Quality of Ezperience (QoE) parameter which
can be applied in networking to improve the satisfaction of users involved in
UCNs, and hence contribute to a better, in the sense of fairer, network usage.

This paper explains such notions, namely, how can trust, a social parameter
based on individual beliefs, be applied in the context of resource management in
wireless networks, in particular in environments such as UCNs where the end-
user is a stakeholder of Internet connectivity. The paper is organized as follows.
Section 2 describes work that shares our motivation. Section 3.1 goes over the
trust application in the context of QoE and network fairness, while section 4
gives insight into how trust can be applied to Call Admission Control (CAC) in
the context of wireless networks, based on a specific proof-of-concept that has
been developed for UCNs. The paper concludes in section 5, providing a few
guidelines for related research.

2 Related Work

Resource management in wireless networks and in particular call admission con-
trol is a topic that has been central to Quality of Service (QoS) research in
wireless networks, for the last decade. Several schemes have considered ways to
ensure fairness, being usually the intention to allow the network to serve more
users at an instant in time [3]. Initial approaches considered static or dynamic
threshold models [5] and priorities to provide fairness in terms of network utility,
e.g. throughput. Pong et al. provided an analysis of the trade-off between fair-
ness and capacity in the context of Wireless Local Area Networks (WLANs), for
scenarios with interference. This work explores fairness in terms of throughput
as a measure of network utility, and allowed transmission time, explaining how
different fairness parameters impact on the capacity of the link. Pricing model
approaches [6,11] were applied to ensure fairness, again in terms of network util-
ity, but considering all of the potential network stakeholders. Game theory has
also been considered as a way to assist a better notion of fairness in wireless
networks [10].

More recently and due to the user-centric networking trend in wireless net-
works, the need to consider Quality of Ezperience (QoE) metrics that could
assist a more dynamic behavior where the network can serve better more users
as well as to increase user satisfaction emerged. Neely provides QoE networking
contextualization in terms of QoS, for which parameters are more easily un-
derstandable, from a networking perspective [9]. Piamrat et al. consider mean
opinion score (MOS) without interaction from real humans [7] and provide a
simulation based performance evaluation showing that not only was the network
better used in terms of throughput, but user satisfaction was also increased. Still
in the context of translation between QoE and QoS, Zhang et al. explains the
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challenges and a possible solution to optimize QoE in next generation networks
[12].

Our work builds on the need to integrate QoE, namely, the intention to allow
more fairness in the way users are served by the network, while at the same time
achieving better network usage. To achieve this we follow a dynamic approach,
by considering the trust level that users have on thirds, to provide fairness.

3 Trust as a Fairness Parameter

In this section we start by providing a few notions related to social trust mod-
eling, as trust as a QoE parameter has roots in social sciences paradigms.

In UCNSs, a node i is defined to be a (wireless) device that belongs to an entity,
its owner. An owner can be a specific user, or a group of users. In terms of trust
and assuming that a networked device can be shared by different users, only
the owner is responsible for such device. In other words: the trust computation,
negotiation, and establishment is always associated to the owner identifier, and
not to the device. Moreover, an owner may be responsible for more than one
node. Nodes are associated to other nodes by means of trust associations.

A trust association is the k-th directed association between two nodes and is
related to the respective owner’s interests and social networking perspective. A
trust association holds a cost, the trust level. The trust level provides a measure
of previous trust behavior which can be considered as a QoE parameter. The
rationale for this assumption is that a user is more willing to share resources
within its trust circles. The computation of a trust level derives from each owner
trust expectations and beliefs. Furthermore, such computation takes into con-
sideration local and external influences. Examples of local influences are the
degree of connectivity and reputation level of a node. External influences are in-
fluences that do not relate to the nature of each node but to external networking
conditions (e.g. too much overhearing probability around a node).

Two nodes may hold more than one trust association among them, for in-
stance, one per specific service. In this paper we consider a trust association
to be unique and unidirectional between two nodes. Hence, a trust association
from node A to node B may or may not have a different trust level than a trust
association from node B to node A.

3.1 Examples of Operation

To better explain the notions behind trust as a social parameter that can be
applied to networking this section provides a description of a few operational
examples. For the given examples we consider that trust levels are deterministic
and based on the values provided in Table 1. Such trust level representation is
here provided for illustration purposes only. In a real environment the trust levels
can be computed dynamically based on common reputation or recommendation
schemes, as explained in section 4.
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Table 1, exemplifies a potential mapping of trust levels to service levels to
be provided, i.e., a direct translation between QoE and QoS levels. A trust level
of zero from node A to B (Tap = 0) means that there is no trust association,
which is reflected in the absence of data from A to B. When the level is set
to 0.1, it means that a trust association has been recently established and that
node B is in quarantine mode, i.e., node A will only transmit data to B that
does not require confidentiality. A trust level of 0.3 is sufficient to allow node
A to send data to node B. Such data although not confidential requires reliable
treatment by node B. A trust level of 0.3 allows node A to send confidential data
to node B, while a level of 0.6 means that nodes belong to a closest list of trusted
devices bringing extra guarantees to node A beside confidentiality, such as non-
repudiation and privacy by node B. When the trust level is negative it means
that there is good evidence that node B has been misbehaved, which means that
such node may be subjected to a penalty, such as getting lower priority when
accessing the Internet.

Table 1: [llustrative trust level categorization.

Trust (Meaning Action

Level

-0.1 Misbehaved user |Penalty

0 Not trusted No data exchange

0.1 Recent Only data that
acquaintance, requires no

quarantine mode |confidentiality

0.3 Sufficient trust |Node trusts enough
level to send data that is
not confidential but
requires reliability
0.6 Good trust level |Confidential data
can be exchanged

1 Fully trusted Closest list of trust

Let us now consider the scenario illustrated in Figure 1 where it is assumed
that there is an already established community composed of three nodes (A,
B, MP). Each node holds a trust table where each entry includes an index,
trust level, as well as an aging value in seconds. The node MP holds two trust
associations (1 and 2) towards node A (Thpa, and Tarpa,), and one trust
association towards node B (Thpp). Both A and B are fully trusted by the
MP that allows them to access the Internet with guarantees of non-repudiation.
However, the MP only allows data originated from nodes adjacent to A to reach
the Internet within a trust level of three, which means that the MP may impose
some extra security mechanism to such traffic, such as tagging packets with
an alert label. Each trust association entry is refreshed after 100 seconds, as
illustrated in the figure.
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MP’s trust table
A's trust table NI Index Level Ageing

A 1 B 100
A 2 4 100
NI Index Level Ageing B

MP 1 4 100

D=

1 4 100

B's trust table

NI Index Level Ageing
MP 1 4 100

Fig. 1: Operational example for a community with three nodes: A, B, the MP.

Let us now consider that a new node C recently registered in the community
wants to access Internet. C is known to B - has a trust association to B - but
not to A. When it tries to connect to the MP node C triggers a request for trust
recommendations. This request has two purposes: i) to check the reputation of
the MP in the community; ii) to ask neighboring nodes to recommend MP.

Both nodes A and B reply to C stating that they have good trust level
associations towards node MP by sending the respective trust levels and hence
node C places a new trust association towards the MP in its trust table, weighting
its own beliefs (e.g. a weight) and the answers from the neighboring nodes. The
computation of such weight would e.g. result in a trust level of 4.

At the same time, the MP broadcasts a request the network to collect rec-
ommendations about C. Let us first assume that node B knows C (has a trust
association with C on level 3). Node B replies with this level to the MP, which
accepts node C, creating a trust association of level 1, based on its own expec-
tations and the provided answer. Node A claims that it does not know the node
(answers with a trust level of 0). Depending on the answer of other nodes and
on the node C behavior, the MP may or may not change the trust association
level towards C.

Let us now counsider that node C is not known by any node on the network.
The MP gets no answer but based on its own willingness to share (belief concern-
ing how to deal with unknown nodes) accepts the connection but places node C
on trust level 0.1 - quarantine.

3.2 Background on Trust Management

To provide a perspective on how the global trust framework works on UCN this
section provides a description of the general functionality of the trust manage-
ment scheme. For the remaining sections we shall consider the role of a requestee
or of a requester in trust negotiation. A requestee in UCN corresponds to the
notion of gateway (normally, an Acess Point). While the requester role can be
assumed by both a node and a gateway: nodes perform trust negotiation towards
gateways; gateways perform trust negotiation among themselves.
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During boot up of the nodes, there are a few steps related to the initial
setup of trust parameters, i.e., the way that nodes perceive others around, when
they are in untrusted environments. Since the UCN trust environment may not
be enough as an incentive for cooperation, the boot up phase ends up with
the assignment of a set of credits that the requester may use to access shared
resources. Based on the collected information the requester will try to establish
trust associations with one of the responsive gateways and the MAC association
part is established upon a successful end of trust negotiation.

Therefore, trust negotiation and initial credit assignment [13] are crucial to
allow a node to associate with a gateway in UCNs. Full details concerning a
model for trust management in UCN is out of the scope of this paper. The
reader can find more information in Chapters I and II.

3.3 Applying Trust to QoS, Tokens as a Translation Currency Unit

In the previous section we have discussed and explained notions concerning how
trust, which is a social parameter derived from human beliefs and interests, can
be used as a QoE parameter to increase resource management fairness. As it is
a social notion, trust is too subjective to be applied directly to networking. We
consider trust weights to be values between 0 and 1, following the recent trends
in distributed trust schemes. Trust, however, as a QoE parameter, cannot be
used directly to improve the network performance and in particular fairness, as
by simply considering trust levels, users that are more trusted would become
greedy users and consume all of the resources in the network. Hence, to apply
trust in the context of QoS it is necessary to consider incentives which motivate
a good behavior, together with trust levels. In current UCNs users share Inter-
net access in exchange of broader roaming. The network utility considered here
is connectivity. However, there are additional networking resources that can be
shared in exchange of other benefits. For instance, a user that cooperates fre-
quently by opening its access points can be rewarded later not necessarily with
the same type of service, but with a local service (e.g. access to a local printer
in an airport; profiting from a relay in an area where the device does not have
direct communication to any access point).

To make such exchange truly fair, we consider that resource assignment is
based on the combination of trust associations and credits a node is willing to
spend to get a service. Based on these two parameters, we consider a unique
and virtual currency in the form of a token: a token is therefore a virtual mea-
sure (unit) of resources. Such a virtual currency allows for a direct exchange of
different goods even in different instants in time.

Tokens are, as mentioned, the result of a utility function which has as input
both a trust level of an association between two nodes, and a set of credits that
a node is willing to spend to get a specific service. Such a function should take
into consideration higher trust levels but also larger sets of credits. However,
we expect it also to vary slowly and to depend more on the trust level, than on
credits, as credits are an item that can be acquired and could lead easily to greedy
situations. In other words, if the trust weight for a specific association between
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two nodes (requestee and requester) is low then even if the node requesting
credits has a high credit level, the resulting token value should progress slowly.
While if a requester - Requestee association shows a good trust level, then if it
uses a high level of credits, the resulting tokens should also not increase linearly,
as this would make the node consume all of the available resources.

To exemplify this line of thought, we consider two different functions to
consider as provided in Eqs. 1 and 2.

th(i,7) = tl(i, ) * Ve, tl € [0,1];¢ € [0, 0] (1)

th(i, ) = (i, 5)"°59 tl € [0,1]; ¢ € [0, 0] (2)

The main differences between Eqs. 1 and 2 are illustrated via Fig. 2. This
figure shows two charts. (a) corresponds to Eq. 1, and (b) to Eq. 2, where values
for the trust level ¢l and credits ¢ have been varied to exemplify the impact on
the computation of tokens.

Eq. 1 (cf. Fig. 2 (a)) is a utility function that results in a token progression
that follows both credit and trust level growth. If by some reason the trust level
is decreased (the user is penalized) then so are tokens, independently of whether
or not the user has a large amount of credits. This function prevents greedy and
misbehaving users to get a hold on all of the resources of the network, as tokens
are to be exchanged by resources.

Eq. 2 (cf. Fig. 2 (b)) results in a larger number of tokens when credits and
trust level is low, but with the increase on both these parameters, the resulting
tokens also increase. The function is not so sensible to misbehaving users.

The functions here provided are discussed to explain how tokens can be
defined to dynamically allow the translation between a social parameter such as
trust, and networking resources.

The next section describes an example on how trust, and tokens, can be ap-
plied in the specific context of resource management, to call admission control,
with the motivation to increase fairness in wireless networks and as a conse-
quence, to improve user satisfaction.

4 Call Admission Control Based on Trust Circles

The description provided in this section is based on the UCN model provided by
the European project ULOOP. The main blocks of a UCN have been described
in Chapter I [13]. In ULOOP, resource management relates to self-organization
and cooperative aspects, which are addressed from an OSI Layer 2 and Layer 3
perspective. Resource management aspects in ULOOP comprise a block which
is divided into four main sub-blocks which are described in this chapter. In
what concerns Call Admission Control (CAC), this is a functional block which
takes care of prioritizing requests based on both network conditions as well as
on trust levels that the users (and consequently their owned devices) have in
the network, towards networking devices. CAC starts prioritizing and queuing
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incoming requests so that contending requests can be treated based not only
on the network conditions, but also on the trust association that a gateway (its
owner) has towards a device (its owner). Queued requests are handled based
on another thread, again related with prioritization as well as feedback from a
resource allocation sub-module.

Incoming requests are classified by ULOOP gateways as “known” (e.g. flag
Known=1) or new (e.g. flag known=0) as a way to prioritize requests from nodes
that the gateway has recently authorized. A “Known” request example can be a
request from a node that has just been served by this gateway e.g. 30 seconds
ago, or a node that has been accepted to be transferred to this gateway by a
gateway in the vicinities.

CAC then takes care of prioritizing requests according to a specific utility
function that considers the trust level of the gateway towards the node, as well
as the number of tokens that the node wants to exchange for a specific service.
An example for such a function is provided in Eq. 3, where p corresponds to the
priority which is proportionally dependent on the tokens that node i provides to
j, to apply for a specific service, and dependent on the trust level that node j
has on node i.

Moreover, the gateway checks whether or not it is a suitable gateway to
handle the request. This is done based on local information that CAC can peri-
odically collect from feedback of neighboring gateways. Assuming a case where
the gateway decides it cannot serve the request or that there is a more suitable
gateway, then the gateway redirects the request to that gateway, directly to the
node, by providing the MAC of the best gateway.

Assuming a gateway that can serve a specific request, then CAC simply
redirects the request to the resource allocation module.

p = tk(i, ) * tl(5,%) (3)

5 Summary and Future Work

This paper addresses the applicability of trust metrics as a fairness parameter
in call admission control within the context of user-centric networks. The paper
explains how trust can assist in improving user Quality of Experience in wireless
networks, by taking into consideration not only channel conditions, but also trust
levels derived from the interaction that users have in the context of Internet
shared services.
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